IIpunoxenne Nel. IlamsiTka 11 00y4yarommxcsi 00 MHGpOPMAIHMOHHOM 0€30MACHOCTH AeTeH

HEJIb34

1.

Bcem moapsin cooOmarhk CBOKO 4YacTHYH HH(OpManuio (HacTosmme ums, (haMuimio,
TenedoH, aipec, HOMep IIKOJIbI, a Takke GoTorpadguu CBOU, CBOCH CEMBU U JIPYy3ei);

2. OTKpbIBaTh BJIOKEHHbIE (DaliIbl 3JIEKTPOHHOM MTOYTHI, KOT/1a HE 3HAEIIb OTIIPaBUTEI,;

3. I'pyOutsh, mpuaupaThCsi, OKa3bIBaTh NABJICHNE — BECTH ce0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacniopsixaiics 1eHbraMu TBOEH ceMbH 0€3 pa3pelleHusl CTapIiuX — BCErAa ClIpaluBail
poauTenen;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEATBHON KU3HH - TIOCOBETYHCS CO B3POCIIBIM,
KOTOpPOMY JI0BEpSIEILIb.

OCTOPOXHO

1. He Bce numyrt npaBay. Yuraems o cebe Henpasay B MHTepHeTe — coobuu 00 3ToM
CBOMM POJIUTENSIM UJIU OIIEKYHaM;

2. Ilpurnamaror nepenuchBaThes, UTPaTh, 0OMEHUBATHCS — IPOBEPH, HET JIU [10/IBOXA,;

3. Hesakonnoe xormmpoBanue (aitnoB B IHTEpHETE — BOPOBCTBO;

4. Bcerna pacckasblBaii B3pocibIM 0 po0sieMax B CETH — OHHM BCErzia IOMOTYT;

5. Hcnonb3yii HacTpoiKku 6€30M1aCHOCTH U PUBATHOCTH, YTOOBI HE MOTEPATH CBOU aKKAYHThI
B COLICETAX M JPYTuX MopTajax.

MOXHO

1. VBaxail npyrux nosb3oBaresei;

2. Tlonp3yeubcst MHTEpHET-UCTOYHUKOM — Jielail CChIIIKY Ha HETO;

3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OO6maThCcs 3a MOMOILIBIO B3POCIBIM — POJUTENH, ONEKYHbl M aJMUHUCTpAIMs CalTOB
BCer/ia HOMOr'yT;

5. Ilpoiian oOyuenue Ha caiite «CeTeBUYOK» U MOJTyYHd MAacopT HU(POBOTo rpaxiaHuHa!



Ipunoxenne Ne2. UnpopmannoHHasi NaMATKA IS 00yYAOIIKUXCS /51 pa3MellleHus Ha
opunuanbubix UHTEpHET-pecypcax

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKU OJTHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTeneil PyHera. Mexny TeMm, NOMHUMO OIPOMHOIO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMsATKa JI0OJDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmnbrorepHslii BUpYC — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTJIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOH sBIsETCS CHOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue k 3ToMmy,
BUPYCBHI MOT'YT ITOBPEAMTD WM TIOJTHOCTBIO YHUUTOXXUTH BCE (DAIIbI U TaHHBIE, TOJIKOHTPOJIbHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro Obliia 3aIylieHa 3apaxEHHas IporpamMma, a Takyke MOBPEUTh
WIH JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (aiiamu B 1iesioM. B GomnbiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIN YPOBEHb
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C ILI€JIbI0 JOPAOTKH MPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPUITMAILHOTO caiiTa pa3padoTunka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE TOJ] IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBMPYCHBIE MPOTPaMMHbBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
MHTEpHETA, TOJIBKO U3 MPo(epeHHbIX UCTOUHUKOB,;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HUCTOYHHKOB.
Haxe T1e ailnbl, KOTOpple HpUCIad TBOM 3HaKOMbIH. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHM Jolia jApyras aOOpeBHaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJApT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Jla, 6ecriyiaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX W a’poropTax SBISIeTCS OTIWYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEPHET. HO MHOTHE 3KCIIepThI CYUTAOT, YTO obOmenoctymnusie Wi-Fi

CETH HE ABJIAIOTCA OE€30ITaCHBIMHU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIe 0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmenoctynueie Wi-Fi ceru.
PaGoras B HuX, jkenaTeabHO HE BBOAUTH APOJIH IOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
Hcnonp3yit 1 0OHOBIIAH aHTUBUPYCHBIE MPOTpaMMBbl M OpaHamayep. TeM caMbIM Th
oOe3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonb3oBanun Wi-Fi otkmoun ¢ynxmuio «OO0mmii noctyn kx daitnam u
npuHTepam». JlaHHas QyHKUMS 3aKpblTa O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIM aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoOe;

He ucnonw3yit myonuunsii WI-FI ayisa mepenaym JMWYHBIX JTaHHBIX, HAPUMEp IS
BBIX0/Ia B COI[MATIbHBIC CETU UIIU B JIEKTPOHHYIO MOYTY;

Hnonp3yit Tonbko 3amuuieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmneHoM Tenmedone orkiaroun  pynkuuio  «llogkimrouenne k- Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTUYECKOTO MOJKIFOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero coriacusi.

COZ/;MClﬂbele cemu

CornuanbHble CeTH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOJIM PA0OTAIOT U )KUBYT TaM
noctossHHO, a B Facebook yke 3aperucTpupoBaH MUJUTHAp]] YEIOBEK, YTO SIBISIETCS OJHOMN
ceIbMOM BceX JKHUTeNell mMmiuaHeThl. MHOTHME MOJb30BaTeNd HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHass UMM B COITMAIBHBIX CETSIX, MOXKET OBbITh HaWJI€HA M HCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE€ HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETEI IO 0€30MaCHOCTH B COMaJIbHBIX CCTAX!:

1.

2.

Orpanuub CcHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX U
HE3HAKOMBIX JIIOJEH;

3amumniail cBolo YacTHyIO *u3Hb. He ykaspiBail maponu, TeneQoHsbl, anpeca, HaTy
TBOETO POXKACHUSA U JAPYryl0 JUYHYI0 HHPOPMALUIO. 3IOYMBIIIJICHHUKH MOTYT
HCIOJIb30BaTh Jake MH(OpPMalMIO O TOM, KaK Thl U TBOU POAMTENH IJIAaHUPYETE
MIPOBECTU KaHUKYJIbI;

3amuinai CBOI penyTaluio - IEP>KH €€ B YUCTOTE U 3aj/1aBail cebe BOMpoc: XOTes Obl
ThI, YTOOBI ApYyrHe MOJIb30BaTeNId BUJENH, YTO Thl 3arpyxaeus? Ilogymaii, npexnae
4YeM YTO-TO OMyOJIMKOBATh, HAIIMCATh U 3arpy3UTh;

Ecnu TbI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE NMS
U APYTYIO JINYHYIO HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€ObI U MTPOYEE;
N36eraii pasmemienust ¢pororpaduii B UnTepHeTe, rae Tl H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOXHO ONPEENIUTh TBOE MECTOIIOIOKEHHE;

[Ipu peructpanuu B COIMAILHON CETH HEOOXOAUMO UCIIOIB30BaTh CIO0XKHbIE MApPOJIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CeTH, MOYTHl M JPYTrUX CaiTOB HEOOXOAMMO HCIOIB30BATh Pa3HbIE
napoiu. Toraa ecinu Te6s B3JIOMAKOT, TO 3JI0YMBIIUIEHHUKH MOTY4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle 0eHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)Keﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYNUTH OTU ACHBI'U.

SJICKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HC€JaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe oHM QYHKIMOHUPYIOT M O HUX YK€ TPONKCAHO B 3aKOHE, 1€ UX Pa3JCIIsIOT
Ha HECKOJIbKO BUJI0B — aHOHUMHBIE Y HE aHOHUMHBIC. Pa3HKIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpOBOAUTH Olepauuu 0e3 WACHTH(PHUKAIMK IMOJb30BaTeNsl, a B
HEAaHOHMMHBIX MJICHTU()UKALMY 110JIb30BaTeNs SABJIAETCS 00s3aTeIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHBbIE (UATHBIE NEHBIU (PaBHBI TOCYJAapCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE ICHBIU (HE paBHBI TOCYIAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsikxu K cyeTy MOOUIBHBIN TenedoH. DTO caMblii YIOOHBIH M OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYH K cueTy. lIpuBsi3anHbI TenedoH MOMOXKET, eciau 3al0yelb
CBOH IUIATEKHBIN NAPOJIb WM 3alICIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcmonb3yii oqHOpa3oBkie mapoiu. [loce nepexoma Ha yCHIICHHYIO aBTOPHU3AIUIO Te0e
yKe He Oy/IeT yrpoXkaTh OMaCHOCTh KPa)XH WIIK TiepexBaTa MIaTeKHOTO MapoJis;

3. BwiGepu cioxsbiii mapoib. [Ipectymamkam OyneT HE MPOCTO yraaath CIIOKHBIN
napoJib. HaziesxHpie napoiim — 3TO Hapoiu, KOTOPbIE COJIepKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U TPOMUCHBIC OYKBBI, TU(MPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jouiapa, pyHTa, BOCKIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMBIE €0 YCIIYTH 110 EPECHIIKE U
MOJTYYEHHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE pACIpEAENsIOTCS B KOMIIBIOTEPHOW CEeTH.
O6bruHO ANEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTEeA(@UMsL_JoMeHa. Takke KpoMme IepeJjauyd NpoCcTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANEKTPOHHON MTOUTOM:

1. Hano BeIOpaTh NMpaBUIIbHBIN MTOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUlIe JOBEPATh TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW mouTe IHYHYIO WH(popMmanmioo. Hampumep, nydme BbIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yii IByXdTaTHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TapoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cIOXHBIM Mapoib. s KaXIO0ro MOYTOBOIO SIIMKA JIOJKEH ObITh CBOMU
HAJICKHBIM, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTh HAalMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, WCIIONB3YH 3TY
BO3MO>XHOCTB;

6. Hcnonp3yli HECKOJIBKO TOYTOBBIX SIIIUKOB. [IepBBIA i YacTHON MEPerrcKu C
ajpecaTaMM, KOTOPbIM Tbl JIOBEpSACIIb. OJTO AJIEKTPOHHBIM aJpec HE Hajo
MCIOJIb30BaTh IPU PErUCTpaluU Ha GopyMax U caiTax;

7. He otkpsiBaii paiiiasl U Jpyrue BIOKEHUS B MMChMAaX JJaykKe €CJIM OHU NMPHIIUINA OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (albl;

8. Ilocne okoH4aHust pabOTHI HAa TOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKJIAJIKH C CAUTOM
He 3a0y/p Ha)kaTh Ha «BbIATHY.
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Kubepoynnune unu supmyanvroe uzdesamenbcmeo

KubepOymnmuHr — mpecieoBaHUE COOOMICHHMSIMH, COJIEPXKAIIUMH  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTAHCTBO; COIUATbHOS OOMKOTHPOBAHKUE C TOMOIIBIO Pa3IUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1.

no

o

He Gpocaiicst B 60ii. Jlydmmuii crmoco6: mocoBeToBaThcs Kak ceOsi BECTH U, €CJIM HET
TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHayajle YCHOKOMThCS. Eciu Thl HauyHelb
OTBeYaThb OCKOPOJEHHSIMH Ha OCKOPOJIEHHUS, TO TOJIBKO elle OOJbIIe Pa303KKellb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppemnyranuei;

AHOHMMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii 00pa3 BUPTyalbHOM kxu3HU. VIHTEpHET Qukcupyer Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHbIi Heratus. OAHOPa30BbIe OCKOPOUTEIbHBIE COOOLICHHS Ty4Ilie
UrHOprpoBaTh. OOBIYHO arpeccHst MPEeKpaIIaeTcs Ha HaYaIbHOM CTa/Iny;

ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITHAIIbHBIX
CeTSIX €CThb BO3MOYKHOCTb OJIOKUPOBKHM OTIPABKU COOOILIEHUI C OMNpeesIeHHbIX
a/IpecoB;

Ecin Thl cBugerens kubepOymivHra. TBOM JEHCTBUS: BBICTYNHTH IPOTUB
mpecieaoBaressi, MOKa3aTh €My, YTO €ro JeHCTBUS OLIEHHWBAIOTCA HETraTUBHO,
MOJJEPKATh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKAas IIOMOIb, COOOILUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

Mobunvuviii menegon

CoBpemeHHbIe cMapT(OHBI U IUTAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIN (yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpHUPOBAaTh CO CTallMOHAPHBIMU KoMmmbioTepaMu. OOHaKoO, CpeiCTB
3aIUTHI U151 TOAOOHBIX YCTPOUCTB MTOKa OUeHb MaJlo. TecTUpoBaHHE U TIOUCK YSI3BUMOCTEH B HUX
IIPOMCXOIUT HE TaK MHTEHCHUBHO, Kak Ju1s [1K, To ke camoe kacaercss 1 MOOMIIBHBIX MTPUIIOKEHUH.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYUCCKH JOTHAJIM HACTOJIbHBIC aHaJIOr'u,
OHAaKO pacHIupCHUC (bYHKI_[I/IOHaJ'Ia BIIEUET 3a CO0OH 6OJ'IBIJ_IYIO CJIO)KHOCTb M MCHBIIYIO
3alIMIICHHOCTD.

Hanexo HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT O6HOBJ’I€HI/I${, 3aKpBIBAIOIIUE KPUTUUCCKHUE
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUIBLHOTO TCJ'IC(I)OHaI

1.

gk w

Huuero He aBnsieTcs no-HacrosieMy OecruiaTHbIM. bynb ocToposkeH, Bellb Korja Tede
npeJularaloT O0ecIulaTHhI KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKHe-TO IUIaTHBIE
yCIIyTH;

Hymaii, npexxae yem otnpaBute SMS, ¢oTto miu Buaeo. Thl TOYHO 3HAEIIb, TJ€ OHU
OyayT B KOHEUHOM HTOTE?

Heo6x0a11M0 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Wcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMIIBHBIX Telle(OHOB;

He 3arpyxail npuoxeHus: OT HEU3BECTHOIO UCTOYHHKA, BEb OHU MOTYT COZEPKATh
BPEJIOHOCHOE MPOrPaMMHOE 00ECTIeUEHNE;
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6. Ilocne Toro kak Thl BBIAJCIIL C CaliTa, IJIe BBOAWI JHUHYIO WH(POPMAILIHIO, 3ali1 B

HaCTpPOUWKHU Opay3epa u ynanu cookies;

[Teproaudecku nMpoBepsiii Kakue IIaTHbIC YCIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOil HOMEp MOOMJIBHOTO Telie(pOHA TOJBKO JIIOJSAM, KOTOPBIX ThI 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

CoBpeMEHHbIE OHJIAMH-UIPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOLIME pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU THICSY YeJIOBEK IO BceMy Mupy. MIrpoku uccienyroT JaHHBI UM MHp,
00IIaI0TCs IPYT C APYTOM, BBIIIOJIHSAIOT 3a1aHUs, CPAXKAIOTCS C MOHCTPAaMU U IOIYy4atoT OIBIT. 3a
yJIOBOJIBCTBHUE OHM ILIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM IPUOOpETaoT KaKkue-
TO OIILUHU.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME W pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacarbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTHU TBOET'O UTPOBOTO AKKAYHTA:

1. Ecnm npyroit urpok BeaeT cedst IIoXo WiK co3AaeT Tede HENPHUATHOCTH, 3a0JIOKHPYH
€ro B CIIUCKE UTPOKOB;

[Toxany¥icds aIMMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 WIPOKa,
JKEJIaTEIbHO IPUIIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykasbiBail muunyto uHpopmMaiuio B podaiine urpsi;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYAaTh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpameﬁ ACHCT U ONOKYMCHTOB CCTOIAHS YK€ HHUKOIO HE YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNIEPEMCECTHUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJYYE€HUH KOH(MUICHIIMAIBHBIX JaHHBIX IOJIb30BATENed — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Tl MOAO3peBacmib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXHO CKOpEe;

2. Hcnonb3yii 6e30macHbie BeO-CalThI, B TOM YUCJIE, MHTEPHET-Mara3uHoB U MTOMCKOBBIX
CHCTEM;
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3. Hcnonp3yii cioxkHbBIE M pa3Hble Mapoid. TakuMm oOpas3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TTOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Maiu, TO HEOOXOIUMO MPEAYNPENAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE

no0aBiieHbl y T€OSI B IPY3bsX, O TOM, YTO TeOs B3IOMald M, BO3MOXHO, OT TBOETO

MMEHHU OYZET pacchUIaThCs CIIaM M CChIIKU Ha (PUILMHIOBBIE CalThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpeiBaii paiiiasl U qpyrue BIOKEHUS B MMChMAaX JJa)kKe €CJIM OHH NMPHIIUIHA OT TBOUX
npys3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (aibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WJIM MO3UTHBHAsA MH(popMauus B ceTu o Tede.
Komnpomerupytonass uHpopmanus pa3smelleHHass B UHTEPHETE MOXET CEpbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEW peanbHOH xu3Hu. «LludpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKkTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJNMKAlUMKU JTUYHON HHpOpMAIH B
WNuTtepuete, He MOHUMAsi BO3MOXKHBIX TTOCIIECTBUN. Th Jaxke HEe CMOKEITh I0Ta1aThCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pa3menienue TBoux Gororpaduii u Apyrue 1eicTBUS MOTYT HE HCUE3HYTh
JIaXe TI0CIIe TOTO, KaK Thl MX YAAJIUIIb. Thl HE 3HACIIH, KTO COXPAHWJI 3Ty HH(POPMAIIUIO, TTOoTaja
JU OHA B TOWCKOBBIE CHCTEMBI U COXPAaHUIACh JU OHA, a TJaBHOE: YTO MOAYyMAalT O Tebe
OKPY>KaIoIIee JIFOJU, KOTOPhble HAAYT U yBUAAT 3T0. HaliTu MHpOpMaLU0 MHOTO JIET CIyCTS
CMOKET JII000# — KakK 13 JOOPBIX TOOYKIEHHI, TaK U ¢ HAMEPEHHUEM MPUYUHUTE Bpel. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINU:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJMKOBaTh M MepeaaBaTh y ceOs B OJore WiH B
COITMAJIHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBU OTpaHUYEHHUsI Ha TPOCMOTP TBOETO MPODUIS U ero
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPYy3ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOT0-TH00 OCKOPOIATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE MKOJIbHUKH— aKTUBHBIE MOJB30BaTENN IU(POBOTO MpocTpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO TMOJh30BAaHUE MHOTUMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHUpa TpeOyeT
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTb.

TepMuH «uHTEIEKTyadbHasi COOCTBEHHOCTH» OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHUll U 3HaKOB, 0003HAYAOIINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIyTH , W 3aKaH4uMBass KHUTamu, ¢oTorpadusmMu, KUHOPHIBMaMU H
MY3bIKAJIbHBIMU ITPOU3BEICHUSAMM.
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ABTOpCKHE TTpaBa — 3TO MPaBa Ha MHTEJUICKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HayKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B Ka4E€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HEe OyJeT HamnpacHBIM, JACT €My CIIPaBEIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOETrO TPYAA, MOIYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 paspemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBaTh, IPOAAaBaTh, HWMIOPTHPOBATH, IyCKaTb B IIPOKAT, IYyOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Vcnonp30BaHue «IIMPATCKOT0» MPOTrPaMMHOTO 00eCrieueHHsI MOXKET MIPUBECTH K MHOTHM
pHCKaM: OT MOTEpH [IAaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKHM TBOErO YCTPOMCTBa, Ilie
YCTAQHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrPaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4oK.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CE€TH TOHSTHBIM U JIOCTYIHBIM SI3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OoOpaTUThCS 32 COBETOM. A TakKe NMPHUHSATH ydacTUe B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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IIpunoxenne Ne3. IlamsiTka 11 poauTeseii 00 HHPOPMANMOHHOM 0€30I1aCHOCTH JeTeil

Omnpenenenue TepMUHA «HMH(POPMAIIMOHHAS O€30MACHOCTh JETeW» CONEPKUTCA B
®denepanpaoM 3akoHe Ne 436-D3 «O 3amuTe geted oT nHGOpMAIUU, TPUIUHSIONEH Bpell UX
37I0POBBI0O U PA3BUTHIO», PETYIUPYIOIIMM OTHOIICHUS, CBS3aHHBIE C 3alIUTOM JeTel OT
nH(popMaIy, TPUIHHSIIONIEH Bpea X 310POBBIO U (WiH) pa3BuTHi0. COrTacHO JaHHOMY 3aKOHY
«uH(pOpManoHHas 0E30MacCHOCTh JIETEH» - 3TO COCTOSHHE 3alUIICHHOCTH, MPH KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIA C NMpUYMHEHHWEM HHGOpMAIMEl Bpela MX 3I0POBbIO M (WJIH)
bU3HYECKOMY, ICHXUIECKOMY, TYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®@enepanbroro 3akoHa Ne 436-D3 urpopMaIuei, MpUUUHSIONIEH BPel 30POBBIO
U (W) pa3BUTHIO JCTCH, SIBISICTCS:

1.
2.

L

8.
9.

uHbopManus, 3anpelieHHast Ui pacpoCTpaHEeHUs CPeIn ACTeH;

uHopMalus, pacCpoCTpaHeHNe KOTOPO OrpaHUYEHO CPEe/iU IeTe  OIpeleIeHHbIX
BO3PACTHBIX KaTErOpUil.

K nndopmanuu, 3anpemieHHoi A1 pacpoCcTpaHeHUsI Cpeu 1eTei, OTHOCUTCS:
nH(popManus, NoOyKIaromasi IeTe K COBEPIICHUIO JEHCTBHUM, MPEICTaBIISIONINX
yrpo3y UX >KU3HU U (WIK) 3A0POBBIO, B T.4. IPUYMHEHUIO BpeJa CBOEMY 3/10POBbIO,
caMOyOUICTBY;

CIOCOOHOCTh BBI3BaTh Y JIeTeH KelaHHe YINOTpeOUTh HAPKOTUYECKHE CPEACTBa,
NICUXOTPOIIHBIE W (WIM) OJYpMaHHMBAIOIIME BEUIECTBA, TabadyHble W3JEus,
QJIKOTOJIBHYI0 M CHUPTOCOJEP’KAllyl0  NPOAYKLIMIO, IHBO M  HAIIUTKH,
M3TOTaBIMBAEMBIEC HA €r0 OCHOBE; IIPUHATH y4acTHE B a3apTHBIX UIPaX, 3aHUMATHCS
IPOCTUTYLIUEH, OPOASKHUUECTBOM MJIU MONPOIIAHUYECTBOM;

000CHOBBIBAIONIAS MITH OTIPAB/IBIBAIOILAS JOMTYCTUMOCT HACHIIUS U (FJTH ) 5KECTOKOCTH
1100 MoOyXJarolas OCYIIECTBIATh HACHJIBCTBEHHbIE JIEHCTBHS MO OTHOUICHHIO K
JIFOJSIM U )KUBOTHBIM;

oTpHLIatoLIasl ceMeiiHble IIEHHOCTH U (OpMHpYIOLIas HEYBa)XEHUE K POAMTEISIM U
(M1In) IpYrUM 4iI€HaM CEMbU;

OIIpaB/bIBAIOIASl IPOTUBOIPABHOE MIOBECHUE;

coJieprKalliasi HeLleH3YpHYIO OpaHb;

10. conepxarast uHGopMaIHIo MOPHOrpadhUIECKOro Xapakrepa.

K undopmanuu, pacnpocTpaHeHHe KOTOPOW OIpaHUYEHO CPeAM JAeTeil OompenereHHOro
BO3PacTa, OTHOCHUTCS:

1.

4.

uHpopManus, MpejacTaBiasieMas B BHJIE M300paKeHUS WM ONHCAHUS KECTOKOCTH,
¢dbuzmyeckoro W (WIM) TICUXMYECKOTO HACWIIMS, TPECTYIUICHUS WIA HHOTO
aHTHOOIIECTBEHHOTO ACUCTBUS;

BbI3bIBAIONIAsl y JeTeil cTpax, y)Kac WIM NaHUKYy, B T.4. MpeJAcTaBisieMas B BHJE
M300pakeHUs] WM ONMMCAHMs B YHI)KAIOIIEH dYeloBeYecKoe IOCTOMHCTBO (opme
HEHACWJIbCTBEHHON CMepTH, 3a0oseBaHMs, CaMOYOHMIICTBa, HECYACTHOIO Ciy4as,
aBapuu UM KaTacTpodsl U (UIIH) UX MOCIEICTBUM;

npejcTaBisiemMas B BUJIE NU300payKEHUSI WM ONMCAHUS MOJIOBBIX OTHOUIEHUH MEXIY
MY>KYMHOU U KEHIIMHOM;

cojieprkariasi OpaHHbIE CJIOBA U BBIPAKEHUSI, HE OTHOCSIIMECS K HEI[EH3ypHOU OpaHu.

C yuetoMm storo Bam npeanararotcs npaBuiia paOoTsl B ceTu VIHTepHET /Ui pa3inuyHbIX
BO3PACTHBIX KaTE€ropHid, COOJIIOJICHHE KOTOPHIX IO3BOJUT O0ECHeunuTh HH(POPMAIUOHHYIO
0€30MMacHOCTh BalllUX JIETEMH.

Obwue npasuna 01 pooumeneti



1. HeszaBucumo OT BoO3pacta peOeHKa UCIONb3YHTe mporpaMMHOe oOecreueHue,
noMoraromiee (GpUIbTPOBaTh M KOHTPOJIMPOBATH HMH(OpMAIMIO, HO HE Mojarairech
NOJTHOCTBIO Ha Hero. Barie BHUMaHue K peOCHKY - TJIAaBHBIA METO/I 3aIUTHI.

2. Ecmu Bam peGeHOK MMeET aKKayHT Ha OJHOM M3 couuaibHbIx cepBucos (LiveJournal,
blogs.mail.ru, vkontakte.ru wu T.m.), BHMMaTeNbHO H3y4YHTE, KaKyl0 HWH(POPMALHUIO
IIOMEIIAOT €r0 YYaCTHUKH B CBOMX NMpoduisax u Oiorax, Bkitoyas poTorpapuu u BUAEO.

3. IIpoBepbTe, ¢ KaKUMHU IPYTHMHU CaliTaMH CBSI3aH COLMAIIbHBINA cepBUC Bamiero peGenka.
Crpannuku Bamero pe6eHka MOryT ObITh 0€30IaCHBIMM, HO MOTYT U COJEPKATh CCHUIKU
Ha HeXeJIaTeNIbHbIE U ONIACHBIE CaliThl (HAIIpUMED, IIOPHOCANT, WIIK CAWUT, HA KOTOPOM JPYyT
YIIOMHHAET HOMep coToBoro renedona Bamero pedenka min Bam nomamnuii agpec)

4. Tloompsiite Bammx nereid cooOmars 000 BCeM CTPAaHHOM MIIM OTTAJIKHBAIOIIUM U HE
CJIMLIKOM OCTPO pearupyire, KOrjaa OHU 3TO JeNaroT (M3-3a OMACEHUs MOTEePSATh TOCTYI K
WHTepHeTy et HE TOBOPAT POAMTENSIM O MpobiieMax, a TakKe MOTYT HadaTh
UCIIOJIb30BaTh MIHTEpHET BHE 0Ma U IIKOJIbI).

5. Bbynpre B Kypce cereBoii xku3Hu Bamero pedenka. MHtepecyiiTech, KTO UX JIpy3bsl B
WHTEpHET TaK ke, KaKk HHTEPECYETECh PEAIbHBIMU IPY3bsIMHU.

Bospacm om 7 0o 8 nem

B MHurepHere pebeHOK cTapaeTcsi MOCETUTh T€ WIM MHbIE CalThl, @ BO3MOYKHO M YaThl,
paspelieHre Ha IOCEHIEHHEe KOTOPhIX OH He Moyydui Obl oT poxutenei. Iloatomy poaurensm
0COOEHHO TOJEe3Hbl OyAyT Te€ OT4YeThl, KOTOpble MPEJOCTABIAIOTCA NpOrpaMMaMu IO
OTPAaHMYEHUIO HUCHOJIb30BaHus MHTepHera, T. €. PoguTenbCkuii KOHTPOIb WM TO, YTO BBI
CMOXeTe YBUJIETh BO BpeMEHHbIX (ailnax. B pesynbrate, y pedeHka He OyAeT OLIyIIeHus, 4To 32
HUM BEJIETCS IOCTOSIHHBIA KOHTPOJIb, OJTHAKO, POAUTEIH OyIyT MO-TIPEKHEMY 3HATH, KAKHE CAHTHI
nocemaer ux pedeHok. JleTn B JTaHHOM Bo3pacTe 00JIaJaroT CHJIbHBIM YYBCTBOM CEMbH, OHHU
JIOBEpUYMBBl U HE COMHEBAIOTCA B aBTopuTeTax. OHHM JIOOST WUrpaTh B CETEBbIE UIPHI U
IyTEeNIECTBOBATH 0 MHTEpHETY, UCIIOIB3YS 2JIEKTPOHHYIO I10YTY, 3aXOAUTh Ha CAalThI U YaThl, HE
PEKOMEHI0BAHHBIE POJUTEISIMU.

Cogetbl 0 Oe3omacHocTH B cetu HTepHeT mis neteit 7-8 et

1. CozpaiiTe ciMcok JOMAaIIHUX MpaBuI noceuieHus MHTepHeTa npu ydactuu aereil u
TpeOyNTe €ro BHIMOTHEHUS.

2. TpebOyiite or Bamero peGeHka coOOAE€HUS BPEMEHHBIX HOPM HAXOXKICHHS 32
kommbioTepoM. [lokaxkute pedenky, uro Bel HaOmt01a€Te 32 HUM HE TOTOMY uTO Bam
3TO XO0YeTcs, a MOoToMy uTo Bbl OecriokouTech 0 ero 0€30MacHOCTH U BCET/ia TOTOBBI
€My [TIOMOYb.

3. Kommnbrotep ¢ mojkiatoueHueM Kk VHTepHETY JOKEH HaXOIUThCsS B OOIIEH KOMHaTe
IO/, MPUCMOTPOM POJIUTEIIEH.

4. W cnonp3yiiTe crienualbHble IETCKUE ITOUCKOBBIE MAIIMHBI.

Hcnonp3yiiTe cpeacTBa OJI0KMPOBAHUS HEXKEIATEIbHOTO KOHTEHTA KaK JOMOJIHEHHE K

CTaHIapTHOMY PoauTensCckoMy KOHTPOIIIO.

6. Co3maiiTe CeMEHHBIH DJICKTPOHHBIA SIIUK, YTOOBI HE TO3BOJUTH ICTSIM HMETh
COOCTBEHHBIE a/ipeca.

7. Bbnokupyiite AOCTyn K caiiTaM ¢ OecIJIaTHbIMU MOYTOBBIMH SIIIUKAMH C MOMOIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOT0 0OeCIIeYeHusl.

8. Ilpmyunte nmereli coBeToBaTbcs ¢ Bamm mepen omyONMKOBaHHEM KaKOW-THOO
uHpOpMALUU CPEACTBAMH 3JEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OpPM U
npodunei.

9. Hayuwure nereil He 3arpyxath (paiiisl, IPOrpaMMbl UM MY3bIKY 0€3 BaIlIeTO COTJIACHSL.

10. He pa3pemaiite JeTsSM UCIIONIB30BATh CIY>KOBI MTHOBEHHOT'O 0OMEHA COOOIICHUSIMHU.

o



11.

12.

13.

14.

B «0enblit» cucOK callTOB, pa3pellIeHHBIX IS OCEIIEHHUs, BHOCUTE TOJIBKO CalTHI C
XOPOILLEH permyTainuei.

He 3a0piBaiiTe OecenoBaTh ¢ AeThbMHU 00 UX JAPY3bsix B MIHTepHETE, KaK eciu Obl pedb
1114 0 APY3bSX B PEaTbHON JKU3HHU.

He nenaiite «talOy» n3 BOIIPOCOB MOJIOBOM JKU3HU, TaK Kak B MIHTepHETE I€TH MOTYT
JIETKO HATKHYTHCS HA MTOPHOTPa(UIO MITH CANTHI «UIs B3POCIIBIXY.

[Tpuyunte Bamero peGenka cooOmarb BaM O JIOOBIX Yrpo3ax WIH TPEBOTax,
cBs13aHHBIX ¢ MIHTepHEeTOM. OCTaBaiiTech CIIOKOMHBIMH M HATIOMHUTE JIETSIM, YTO OHH
B 0€30IIaCHOCTH, €CIIM CaMU PacCKaszajd BaM O CBOMX TpeBorax. [loxBamure uX u
MIOCOBETYHTE MOAOMTH elle pa3 B MOAOOHBIX CITydasx.

Bospacm oemeti om 9 0o 12 nem

B nanHoM Bo3pacTe AeTH, Kak MPaBHIIO, YK€ HACIHBIIMIAHBI O TOM, Kakas HMH(pOpMAaIus
cymectByeT B MnHtepuere. CoBepIIeHHO HOPMAIbHO, YTO OHU XOTAT ATO YBUIETH, MPOYECTD,
ycabimaTh. [Ipy 3TOM HyKHO TOMHUTB, YTO JOCTYII K HEKEIATEIbHbIM MaTEpHallaM MOKHO JIETKO
3a0JI0KMPOBaTh NPU IOMOIIM CPEACTB POAUTENBCKOTO KOHTPOJIS.

CoseTsl 110 0e301acHOCTH IId IeTer oT 9 1o 12 ner

1.

2.

10.

11.

12.

13.

14.

15.

CozpaiiTe CMCOK JOMAIIHUX IPaBWJI nocemeHus MHTepHer npu ydactuum nereil u
TpeOyiTe ero BEIIOTHEHUS.

TpeOyiite ot Barero pebenka co0aro1eHNs HOPM HaX0XKJICHHS 32 KOMIIBIOTEPOM.
HaGmonaiite 3a pebeHKOM IpH pabOTe 32 KOMITBIOTEPOM, TIOKKHUTE €My, YTO BEI
0ecroKouTech 0 ero 6e30MaCHOCTH U BCET/1a TOTOBbI 0Ka3aTh €MY ITOMOIIIb.
Komnbrotep ¢ noaxitoueHneM B MIHTepHET A0KEH HAXOAUTHCS B 00I11eH KOMHATE 1101
IIPUCMOTPOM POAUTENEN.

Hcnonp3yiiTe cpeacTBa OJI0KMPOBAaHUS HEXKEIATEIbHOTO KOHTEHTA KaK JJOIOJIHEHHE K
CTaHIapTHOMY POIUTENBECKOMY KOHTPOJIIO.

He 3a0piBaiiTe npuHUMAaTh HETIOCPEICTBEHHOE y4acTue B )KU3HU peOeHKa Oece10BaTh
c 1eTbMH 00 UX Apy3bsix B MIHTepHeTe.

HacrauBaiite, 4TOOBI J6TH HUKOT/1a HE COTJIAIIAIINCH HA JIMYHBIE BCTPEUH C APY3bIMU
o Murepnery.

[To3BomsaiiTe AETSM 3aXOJUTh TOJBKO HAa CaWThI M3 «OEJI0ro» CIUCKA, KOTOPBIHA
CO3/1aliT€ BMECTE C HUMM.

[Ipuyunte nereil HUKOrZAA HE BbIIABATh JIMYHYIO HMHQPOPMAILUIO CpPEACTBAMU
JIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MTHOBEHHOr0 oOOMeHa COOOIIECHUsIMH,
perucTpalMoHHBIX (OpM, JMUYHBIX NpoduiIed U MpU pPEerucTpaluud Ha KOHKYPCHI B
HNHurepHere.

[Ipuyunre nereii He 3arpyxath IporpaMmel 6e3 Bamiero paspemenus. O0bsICHUTE UM,
YTO OHM MOTYT CIy4yallHO 3arpy3uTb BHPYCHl WJIH JApPYro€ HEXENaTeIbHOe
MpOrpaMMHOE OOecrieueHue.

Co3pmaiite Bamemy peOeHKY OrpaHHYEHHYIO YUYETHYIO 3amluch s paboThl Ha
KOMIIBIOTEPE.

[Ipuyunte Bamero peOGeHka cooOmarh BaM O JIOOBIX Yrpo3ax WIH TpPEBOTax,
cBs3aHHBIX ¢ MHTepHeTOM. HamomuuTe neTsiM, 4To OHU B 0€30MaCHOCTH, €CIIM CaMu
pacckazaiai BaM O CBOMX TPEBOTaX U ONACEHUsX.

Pacckaxute nersim o nopuorpaduu B MHTepHeTe.

HacrauBaiiTe Ha TOM, 4YTOOBI I€TH MPEAOCTABISUIN BaM JOCTYI K CBOEH 3JIEKTPOHHOU
moyTe, 4ToObI BBl YOSIMIIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMH.

OOpsicHUTE  JeTsIM, YTO HEJb3sS HCHOJb30BAaTh CETh Ul  XYJUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN yIPo3.



Bospacm oemeti om 13 0o 17 nem

B sTtom BO3pPacCTC MOAPOCTKHU AKTHBHO HCIIOJIB3YIOT IOHMCKOBLIC MAIIMHBI, ITOJB3YHOTCA
AJIEKTPOHHOU MOYTOM, CIyx’0aMu MTHOBEHHOr0 oOMEHa COOOIIEHUSMH, CKAYUBAIOT MY3BIKY U
¢mbMbL. Manbyrikam B TOM BO3pacTe OOJIbIIE IO HPaBy CMETAaTh BCE OIPAHUUCHHUS, OHH KaXKTyT
rpy0oro 1oMopa, a3apTHBIX UTP, KAPTUHOK ISl B3POCIBIX». JIeBOUKH MPEeaNOYNTAIOT O0IIATHCS
B 4HaTax, Ipyu 3TOM OHH ropasao OoJtee YYBCTBUTCJIbHBI K CCKCYAJIbHBIM OJOMOI'aTCJILCTBAM B
Nurtepnere.

3auacTyio B JaHHOM BO3pacTe POJUTENSIM YXkKe BEChbMa CI0XHO KOHTPOJIMPOBATh CBOUX
JeTel, Tak Kak 00 VHTepHeTe OHU YKe 3HAIOT 3HAYUTEIILHO OOJIbIEe CBOMX poauTeneit. Tem He
MEHee, He OTITyCKalTe NeTel B «CcBOOOaHOE muiaBaHue» o MutepHery. CrapaiiTech akKTHBHO
y4acTBOBaTh B oOIeHnn pedbenka B UnTepHere.

Baxxno mo-npexxnemy crporo coOmomate mpaBuia MHTepHer-Oe3omacHOCTH -
COIJIAIICHUE MEXIy POJUTEIISIMA U JeThMH. Kpome TOro, HeoOXOJAMMO Kak MOXHO 4Yarle
IIpOCMaTpUBATh OTUETHI O JieATeNbHOCTH aerel B MHtepHete. Creqyer oOpaTuTh BHUMaHUE Ha
HEOOXOIMMOCTh COJIEPYKAHUS POTUTEIBCKUX MapoJied (maposieil aIMHUHUCTPATOPOB) B CTPOrOM
cekpere u 00paTUTh BHUMaHUE HA CTPOTOCTh STUX MapoJIei.

Cogetbl 10 0€30MMacHOCTH B 3TOM Bo3pacTte oT 13 mo 17 ner

1. Cospaiite cHouCOK JAOMAIIHUX MpaBwil mocemieHus MHTepHeTa mnpu ydyacTuu
MOJIPOCTKOB M TpeOyiiTe 0e3yCclOBHOTO ero BhIMoMHEHHS. OOroBopute ¢ peOeHKOM
CIIMCOK 3allpeleHHbIX CAaHTOB («UYEpHBIA CIUCOK»), yachl paboTel B WHTepHere,
PYKOBOJCTBO 110 0011eHuI0 B IHTEepHETE (B TOM YMCIIE B YaTax).

2. KomnbroTep ¢ MOJIKIIOYEHHEM K ceTH VHTepHeT NOJKeH HaXOAWUThCs B oOuIen
KOMHare.

3. He 3a0bIBaiiTe GecenoBath ¢ AeTbMu 00 UX Jpy3bsix B MHTepHeTe, 0 TOM, 4eM OHHU
3aHSTHI TAKUM 00pa3zoM, OyATO peub UJET O IPY3bsX B peadbHOM ku3HU. CripamyBaiite
0 JIIOJSIX, ¢ KOTOPBIMHU JETH OOLIAIOTCS MOCPEACTBOM CIY>KO MTHOBEHHOTO OOMEHa
COOOIIEHUSAMH, YTOOBI YOEIUTBHCS, UTO 3TH JIFOJAU UM 3HAKOMBI.

4. Hcnomnp3yiiTe cpeacTBa OJOKMPOBAHUS HEKENATEIbHOTO KOHTEHTA KaK JI0MOJHEHUE K
CTaHIapTHOMY PouTensckoMy KOHTpPOIIIO.

5. Heobxoaumo 3HaTh, KaKMMHU 4YaTaMu TMOJb3yIOTcs Bamm getu. Iloompsiite
HCIOJIb30BaHNE MOJIEPUPYEMBIX YaTOB U HACTAaMBaWTE, 4TOOBI JETH HE OOIIAJINCh B
IIPUBAaTHOM PEKUME.

6. HacrauBaiiTe Ha TOM, 9TOOBI IETH HUKOT/Ia HE BCTPEUYATUCH JIMYHO C JPY3bSIMHU U3 CETH
Hutepner.

7. TlpumyuuTe nereii He BBIIABATh CBOIO JIMUHYIO HH()OPMAITUIO CPEICTBAMH JIEKTPOHHOM
MOYTHI, YaTOB, CHCTEM MIHOBEHHOI'0 0OMeHa COOOIICHUSIMH, PETrHCTPALMOHHBIX (hOpM,
JUYHBIX Mpoduieit 1 Npu perucTpanuu Ha KOHKypcebl B IHTepHeTe.

8. IlpuyunTte nereit He 3arpyxath nporpammsl 0e3 Baiiero pazpemenns. OObsICHUTE UM,
YTO OHM MOTYT CIy4yallHO 3arpy3uTh BHUPYCHl WJIM JAPYroe HeXelaTelbHoe
porpaMMHOe obecrieueHue.

9. Ipuyunte Bamero pebOeHka cooOmarh BaM O JIOOBIX Yrpo3ax WM TPEBOTax,
cBsi3aHHBIX ¢ MHTepHeToM. HanmoMHUTE €TsAM, YTO OHM B 0€30IaCHOCTH, €CIIM CaMU
pacckazaii BaM, O CBOMX Yrpo3ax wiu TpeBorax. [loxBamure MX W MOCOBETYHTE
MIOJIOWTH €11l pa3 B MOJAO0OHBIX CITydasX.

10. Pacckaxxute nersm o mopHorpadgum B HMHTepHeTe. [lomMorure MM 3alIMTHUTBCS OT
cnama. HayunmTe mnoapocTkoB He BblIaBaTh B MIHTEpHETE CBOEro pealbHOIO
JIEKTPOHHOIO aJipeca, He OTBEeUaTh Ha HEXKeNaTesIbHble NMUCbMA U MCIIOJIb30BaTh
CreUANbHbIC TOYTOBbIE (DUIIBTPHI.



11. Ipuyuute ceOst 3HAKOMUTHCS C CalTaMU, KOTOPBIE MOCEIIAIOT MOAPOCTKH.

12. HayuuTe neTeit yBakaTh IPyrux B MHTEpHETE. Y OeIUTECh, YTO OHU 3HAIOT O TOM, YTO
IIpaBHJIa XOpPOUICTO MOBECACHUA I[efICTByIOT BC3C — OAXKEC B BUPTYAJIbHOM MHPC.

13. OObsicHUTEe JOETSIM, YTO HH B KOEM CiIydae Helb3si Hcnoib3oBath Cerb uis
XYJIUTaHCTBA, PACIPOCTPAHEHUS CIUICTEH WIH YTPO3 IPYTHM JIFOJISM.

14. O6¢cynuTe ¢ MOPOCTKAMHK MPOOJIEMBI CETEBBIX a3apPTHBIX UTP M UX BO3MOXKHBINA PHCK.
HaHOMHI/ITe, 4TO ACTHU HC MOT'YT UI'PAaTh B 3THU UI'PbI COIJIACHO 3aKOHY.

IlocTosiHHO KOHTpONMpyHTEe ucnoiab3oBaHue MHrepHera Bammm pebenkom! D10 HE
HapyIIeHHE ero JIMYHOTO IPOCTPAHCTBA, a Mepa IMPEJOCTOPOKHOCTH M HposiBicHHE Bamreit
POIUTENHCKON OTBETCTBEHHOCTH H 3a00THI.



